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Abstract

We develop a core object-oriented programming languagenamed SimpleJ that

implements private state for all private �elds in objects. We lay out a type system

and operational semantics for the data typing and accessibility (assuranceof private

state) information. The type system statically analyzesthe code to produce type

and accessibility information, which describesthe behavior of the runtime systemas

laid out in the operational semantics. We provide arguments for type correctnessin

SimpleJ, and that the static information produced by the type system does indeed

accuratelydescribesruntime qualities of the runtime system. The primary purposeof

the accessibility requirements are to ensurethat referencesto private �elds in objects

cannot escape to outside the object.
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1 In tro duction

Private state has beena somewhatneglectedarea of research, so we have sought to

produce a work to deal with ideas of private state, and how they apply in object-

oriented programming languages.To do this, we develop a coreobject-oriented pro-

gramminglanguagenamedSimpleJthat implements private state for all private �elds

in objects. SimpleJ looks and feelslike the core of typical object-oriented program-

ming languages. There are no advanced features of object-oriented programming

languageimplemented, e.g. inheritance, but there are classesand we study the way

theseclassesinteract. We divide our study of private state into three parts. They are

to:

� Present a typesystem(with typeand accessibility information) for corefeatures

of object-oriented programming languages

� Lay out an operational semantics for such object-oriented programming lan-

guages

� Show by type correctnessarguments that the static type and accessibility in-

formation generatedby the type system accurately describes features of the

runtime systemdescribed by the operational semantics

The primary purpose of the accessibility requirements is to ensure that refer-

encesto private �elds in objects cannot escape from the object and becomeaccessible

from outsidethe object. The key reasonfor this requirement is a fundamental object-

oriented ideathat the private �elds of an object shouldnot beaccessibleor modi�able
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from outside the object. The inferencerules in the type systemand operational se-

mantics that we provide enforcethat private data is indeed private. Motivation to

keepprivate data private comesin two areas{ that of program equivalenceand that

of security.

Program equivalenceprovides onemotivation for this work. Considera program

with a hole that can be �lled by code fragments. In turn, insert two di�erent code

fragments into this hole. Thesefragments are contextually equivalent if, to an out-

sideobserver, they appear to behave identically. Private state addsto equivalencethe

notion that outsideobserverscannot seethe inner workingsof code, sothey can eval-

uate equivalenceexclusively by what they canview. With private state, although the

fragments may internally be implemented di�erently, to the rest of the program, they

will appear to be identical. Several other works have focusedon program equivalence

[1, 6, 9, 10, 11]. The de�nition of programequivalencethat weuseis oneof contextual

equivalence.Two fragments are contextually equivalent if to the surroundingcontext

of thesefragments, they appear to be the same.ML allows referencesto escape from

their scope, thus making it di�cult to keeptrack of what is contextually equivalent.

A solution has beenproposedthat would take advantage of private state to ensure

that thesereferencesinternal to a code fragment cannot escape, and thus ensuring

that the fragments appear identical to the outside context [1].
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As in ML, Java alsoallowsreferencesto escape from their scope. Speci�cally, Java

allowsreferencesto private �elds in a classto exist andbeaccessibleoutsidethat class.

In developingSimpleJ,we sought to developa languagewhereall the internal, private

referencesare held within the object, none of them ever being visible or accessible

from outside the class. This is important since contextual equivalencedeals with

what parts of a code fragment arevisible and accessibleto the context wherethe code

fragment is placed. For each object in SimpleJ, the visible and accessiblepart cannot

include any referencesto private referencetype �elds insidethe object. In this way, it

is possibleto state that two di�erent code fragments may be contextually equivalent

becausethey behave the sameway to the context without the dequali�cation that in

onecasea referenceinto a private data �eld was available, and in the other case,no

such referencewasavailable, thusmaking the codeappearnot entirely identical to the

context. To seean ML examplewheresuch a condition can exists, seethe following

exampleof two functions �rst setup in Algol [8], then in ML [10], and discussedagain

in relation to private state [1]:

let val a = ref 0

in fn x => (a := !a+x ; !a) end

let val b = ref 0

in fn y => (b := !b-y ; 0 - !b) end

An equivalent examplein a Java-like languagecould be:

class C { public int x; }

class D { private C y;
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public void setY(C newY) { y = newY; }

public C getY() { return y; }

}

class E { private C z;

public void setZ(C newZ) { z = newZ; z.x = -z.x; }

public C getZ() { z.x = -z.x; return z; }

}

In this example,as in the ML example,it seemsas though thesetwo functions (code

fragments) should be equivalent. They both appear to perform the samefunction,

and if the usageof classesD and E is only through their public methods, then all is

well. However, sincein Java, it is possibleto get a referenceinto the private data �elds

through, in this case,the getY() and getZ() methods, onecould modify the internal

data, either y or z. If and when this modi�cation occurs,the two code fragments will

not necessarilybehave the same,thereby destroying the supposedequivalence.With

the implementation in SimpleJ with private state, it will be impossiblefor someone

outside of D and E to modify y and z, respectively. Thus, thesetwo piecesof code

will be contextually equivalent. However, the importanceof contextual equivalenceis

more than this simple example. There are many others. One other commonexample

is that of an abstract data type. If private state is implemeted correctly, one never

needsto know how the data is actually storedin the class.Di�eren t implementations,

e.g. array, linked list, etc., will behave the sameto outside contexts, and therefore

the two di�erent implementations of the data structure canbe said to be contextually
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equivalent.

An alternativemotivation for this work is from the perspectiveof security. Current

implementations of Java allow references(esentially , pointers) into internal, private

data structures of objects although the namesof theseinternal data structures may

not be accessibleto outsidecode. Sincethe nameof the internal data in the object is

only accessibleinternally to the object, one must take advantage of Java's reference

types to seethe internal data. To seethe di�erence between a base type and a

referencetype, considerthe following example:

int a = 0;

int b = new int[] {0,1};

The variable a is a primitiv e type becausethe value 0 is held in the memory location

for a. On the other hand, the object b is a referencetype becauseits data values

are not held in the memory location for b. Instead, b refersto the memory locations

that hold the values0 and 1. More generally, all classesare referencetypes,and the

following Java code fragment shows why pointers to internal data structures from

outside a classcan be dangerous:

class A { private int num; }

class B { private A x; public A y; }

In this code fragment, B is a class that contains sensitive data x and data y that

everyone can access.In such a scenario,the data in x could easily becomeavailable
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to everyone if x is assignedto y inside a method of B. SinceA is a referencetype,

the value assignedto y is the referenceto x, not a copy of the data in x. After this

assignment, if someoneexternal to the classmodi�es the valueof y, the sensitive data

x alsochangessinceboth x and y refer to the samelocation in memory.

There have beenseveral approaches to the problem of escapingreferencesfrom

Java classes.Production of defensive copieswas a coursetaken to ensurethat when

a referencetype object is passedinto a class,a copy of the object is made so that

future modi�cations to the object outside the classdon't changethe version inside

the class[2]. This work addressesthe parallel problem of not letting referencesto

private objects in the classget passedout of the classwherethey may be subject to

modi�cation by outside code. The JFlow languagelooks at ways of enforcing infor-

mation 
o w that ensuresthat no private data is leaked [7]. A dynamic approach is

alsopossible,whereoneexamineswhich objects may escape from a class,and which

will not [4]. Our work takes a static approach, including a set of static inference

rules, a run-time operational semantics, and proofs or sketchesof why we think that

private referencesindeed are not allowed to escape. We found it di�cult to work

on only accessibility (whether an object escapes)without simultaneouslyconsidering

type soundness.So, we choseto encode the accessibility similarly as a type system

is set up. Both the type system and the accessibility system look at the code and

make static decisionsabout runtime behavior of the system,whether the type of an

object or the accessibility of a �eld in a class. We also include someideasand some
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proofsof type soundnessin Java. A similar work that discussestype soundnessasan

exampleis Featherweight Java [5]. SOOL is another object-oriented languagethat is

type-safe[3].

Section2 describes the modi�ed and reducedversion of Java called Simple Java

that we are using for our examples. An extended-BNF grammar for Simple Java is

included in Appendix A. Section 2 also demonstratessomesamplecode in Simple

Java and explains the basic purposesof � and �. Section 3 contains the inference

rulesthat do static typeand accessibility checking for a SimpleJava program. Section

4 consistsof the operational semantics for Simple Java. Section 5 contains several

examplesof SimpleJ code. Section 6 consistsof several proofs of someconclusions

that result from the inferencerules and operational semantics. Section 7 describes

our main conclusionsand the possibilities for future work related the private state

from this point.

2 SimpleJ Language De�nition

SimpleJ is the languagethat we design to study the notions of private state and

accessibility. For the most part, SimpleJ should have the look and feel of a normal

object-oriented programming language,except with added notations to implement

accessibility. Implementation of accessibility is done much like visibilit y, with key-

wordspublic and private . The di�erence betweenvisibilit y and accessibility is that

visibilit y dealswith whether a nameis visible or a referenceto that �eld is accessible.
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No object-oriented programming languagethat we know of allows explicit reference

in code outsdea classto a private �eld within the class.That would defeatthe whole

purposeof the private keyword that makesa nameinvisible to thoseoutside a class.

Accessibility dealswith whether a referenceto a private �eld is available (accessible)

from outsidethe class.Although in commonobject-oriented programminglanguages,

the name is invisible from outside the class, it is possibleto obtain referencesinto

private �elds of a class.Private state is concernedwith preventing accessibility from

being violated, i.e. preventing referencesinto private �elds within a class.

Wehavesetup SimpleJto implement thesenotionsof accessibility. A template for

SimpleJ code is provided in Figure 1. SimpleJ consistsof a group of classesfollowed

by a set of statements. Each classconsistsof �eld declarationsfollowed by method

declarations and de�nitions. Inheritance is not allowed. Each method declaration

is followed by an accessibility type that explicitly declaresthe accessibility for that

method.

The following is an examplethat providesa glimpseinto what SimpleJcode looks

like. There is a classInt that holds an int , and a classMyClass that provides an

exampleof how the accessibility information is incorporated into SimpleJ. We will

return to this examplein the next sectionwhenwe show what the resulting type and

accessibility contexts are for this code.

class Int { private int x; }
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class <class name>{

// field declarations

<viewable type><data type><name>;

// method declarations and definitions

<viewable type><return type><name>(<parameters>) : <accessibility> {

// method code

}

}

class <class name2>{...}

...

statements;

Figure 1: SimpleJ Code Template
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class MyClass {

// field declarations

public int a;

private int b;

public Int c;

private Int d;

// method declarations and definitions

public int getB() : public { return b; }

public Int getD() : private { return d; }

public Int choice(bool p1:public,Int p2:public,Int p3:private) : public {

Int c;

if(p1) { c = p2; } else { c = new Int(p3); }

return c;

}

}

3 T yp e System

We createa type systemso we can reasonpreciselyabout how the contextual infor-

mation for SimpleJ is created,stored, and used. This contextual information is built

up statically from the code in the following inferencerules. It will be used later to

describe the runtime properties of SimpleJ as de�ned in the operational semantics.

The contextual information includes both type and accessibility information. Type
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public � private

� : Field Names! Accessibility/T ype Information

� : Method Names/Parameters! Accessibility/T ype Information

�( x) = � a0

� ; a ` x : � a0 (Lookup Rule)

x is a constant or a literal numeric or booleanvalue
� ; � ; a ` x : � pub (Constant Rule)

Figure 2: Type SystemBasic De�nitions

information includes the standard int and bool as well as referencetypes such as

classes.Accessibility looks much like visibilit y of �elds and methods, and is marked

with either public or private following each method. The following ruleswill describe

how exactly the type and accessibility systemis set up.

As shown in Figure 2, the type and accessibility context information is stored in

� and �. Making up � are the basetypesint and bool, the namesof the classes,and

the �elds in each class. Inside � are the methods in each class. Note: although not

addedto �, all local variableshave public accessibility. Also, the . (dot) operator is

shorthand for 7! .

Figure 3 describes what we try to determine for each portion of SimpleJ code.

To ensurethat a program is well-formed, we must ensurethat the program is well-

formed. To ensurethat a program is well-formed, we must ensurethat each classin

the program is well-formed. To ensurethat a classis well-formed, we must ensure
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P ` wf

� ; � ` C wf

� ; � ` s wf

� ; � ` e : � a

Figure 3: Type SystemJudgments

that each statement in each method is well-formed. To ensurethat a statment is

well-formed, we must ensurethat all the expressionsin the statement are properly

typed.

Figure 4 states the typing inferencerules that determine whether programsand

classesare well-formed. The program rule considersa list of classesfollowed by a list

of statements. It looks through each class,getting �eld and method information to

add to � and �, respectively. Also, it adds the basetypes int and bool to �. Once

the structures � and � have beenbuilt up, the program rule usesthesestructures

to ensurethat the list of statements are well-formed. The program rule usesthe

classrule to verify that each classis correct. Within each classare �eld declarations

and method declarationswith their method de�nitions. For a particular classC, � c

consistsof a lookup for C, which is public, and C pointing to lookups(identi�ers) for

all the �elds from C which map to their respective type and accessibility information.

� c contains similar information, holding C pointing to lookups (method names)for

all the methods from C which map to their respective type and accessibility infor-
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8i = 1:::n; � ; � ` classi � i ; � i

� =
S

� i [ f int : public; bool : publicg � =
S

� i � ; � ` s wf

class1:::classn s; wf
(Program)

8i = 1:::m; � ; � ` decli � i

8j = 1:::n; � ; � ` methj � j

� c = f C : public; C 7!
S m

i=1 � i g

� c = f C 7!
S n

j =1 � j g

� ; � ` classCf decl1; ... declm ; meth1 ... methng � c; � c
(Class)

�( C) = public C is a basetype � 0 = f xpub : view Cg
� ; � ` view C x; � 0 (Field Declaration 1)

�( C) = public view = public � 0 = f xpub : view Cg
� ; � ` view C x; � 0 (Field Declaration 2)

�( C) = public C is a referencetype � 0 = f xpr i : private Cg
� ; � ` private C x; � 0 (Field Declaration 3)

� 0 = f ma : view � a1
1 ; :::; � an

n ! Cg

� 00= � [ � 0

� ` decl � 0

� 0; � 00; p1 : � a1
1 :::pn : � an

n ` s wf

� 0; � 00; p1 : � a1
1 :::pn : � an

n ` r et : Ca0

a0 � a

� ; � ` view C m(� 1 p1 : a1; :::; � n pn : an ) : af decl; s; r et; g � 0 (Meth. Def.)

�( C) = public � 0 = � [ f xpub : public Cg
� ; � ` C x; � 0 (Local Declaration)

Figure 4: High Level Type SystemRules
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mation. The three �eld declaration rules deal with a variety of ways of declaring

�elds. If the �eld identi�er has public viewabilit y or if the data type of the �eld is

a basetype, then the �eld is given public accessibility. On the other hand, if the

�eld identi�er has private viewabilit y and if the �eld identi�er is a referencetype,

then the �eld is given private accessibility. The method de�nition rule �rst prepares

a context � 0 to return. It then takes the union of � 0 and � to form � 00, which is

usedin evaluating the statements in the body. The local declarationsin the method

are evaluating using � to form a new context � 0. Then, � 0 and � 00are usedalong

with the type and accessibility information of the method's parametersto verify that

the statements in the body of the method are well-formed. The return expression

is then evaluated with the samecontext as the body of the method. The type of

the return expressionC must be the sameas the return type of the method. The

accessibility of the return expressiona0 must be lessthan the accessibility a of the

method to ensurethat a method that is not allowed to return private information

does indeed never return private information. However, methods that are trusted

enoughto return private information may instead return public information if they

wish. The local declaration rule addsa declaration that occursat the beginningof a

block of statements (either at the start of a method or at the beginningof the block of

statements at the endof a SimpleJprogram) to the context � to form a newcontext � 0.

Figure 5 lists the expressionsin SimpleJ.Oneof the most fundamental expressions,

the new operator veri�es that the type C of the object being createdactually exists.
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�( C) = public
� ; � ` new C : Cpub (new Operator)

�( o) = Ca �( C:f ield) = � a0

� ; � ` o:f ield : � max (a;a0)
(Field Access)

�( o) = Ca0

�( C:method) = (� a1
1 ; :::; � an

n ) : � a

� ; � ` e1 : � a0
1

1 :::� ; � ` en : � a0
n

n

a0
1 � a1:::a0

n � an

� 1 = � 1:::� n = � n

� ; � ` o:method(e1; :::; en ) : � max (a;a0)
(Method Call)

� ; � ` e1 : int a1 � ; � ` e2 : int a2

� ; � ` e1 + e2 : int pub (+ Operator)

� ; � ` e1 : boola1 � ; � ` e2 : boola2

� ; � ` e1 && e2 : boolpub (&& Operator)

Figure 5: Expressions

Provided that the type exists, the new operator createsa public object of type C.

The �eld accessrule looksup the type and accessibility information for an expression

of the form o:f ield. First, the rule looks up the type of o in � to �nd type C with

accessibility a. It then looks up C:f ield in � to �nd type � with accessibility a0.

Notice that o:f ield is de�ned to have type � with accessibility equal to the greaterof

a and a0. Basically this meansthat if either o or f ield has private accessibility, the

accessibility of o:f ield must be private. To seewhy, considerthe following example.

class C { public int i; }

class D { private C x; public C y; }

class E { private D a; public D b; }

E o;
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In this example,o.b.y is obviously public sinceboth b and y have public accessibil-

it y. Also, o.a.x and o.a.y both have private accessibility sinceotherwisereferences

to the private data o.a could escape from o. o.b.x also has private accessibility.

Although o.b haspublic accessibility, o.b in a sensehasa part that shouldbe acces-

sible to everyone,speci�cally, o.b.y and a part (o.b.x ) that shouldnot be accessible

to everyone since x is a private element of classD and making o.b.x accessibleto

everyone would violate the privacy of D.x.

In the method call rule, the expressionconsideredis o:method(e1; :::; en ). The

rule �rst looks up the type C and accessibility a0 of o. It then looks up the type and

accessibility of C:method in � and �nds (� a1
1 ; :::; � an

n ) : � a. Each of the expressionsfor

the parametersare evaluated in turn and found to have types� i and accessibility a0
i .

These� i are veri�ed to be equal to � i . The rule also requiresthat the accessibilities

a0
i of the incoming expressionsbe not greater than the accessibilitiesfound in � for

the samereasonsas in the previous examplewhich we consideredin the expression

o:f ield. The + operator evaluates two expressionse1 and e2 to �nd that each has

type int. It then setsthe type of the sum e1 + e2 as int with public accessibility. Like

the + operator, the && operator evaluatestwo expressionse1 and e2 to �nd that each

has type bool. It then sets the type of the conjunction e1&& e2 as bool with public

accessibility. The other arithmetic and booleanoperators behave similarly as the +

and && operators.
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� ; � ` s1 wf � ; � ` s2 wf
� ; � ` s1; s2; wf

(Multiple Statements)

� ; � ` e : boola
0

� ; � ` s1 wf � ; � ` s2 wf
� ; � ` if (e) s1; else s2; wf

(if Statement)

� ; � ` e : boola
0

� ; � ` s wf
� ; � ` whil e(e) s; wf

(while Statement)

� ; � ` x : � a1
1 � ; � ` e : � a2

2 a2 � a1 � 1 = � 2

� ; � ` x = e wf
(Assignment)

Figure 6: Statements

Figure 6 shows the statments of SimpleJ. The multiple statements rule says that

sequencingof statements is well-formedprovided that each statement in the sequence

is well-formed. The if statement (if (e) s1; else s2;) is well-formed provided that e

has type bool and that each of the statements s1 and s2 are well-formed. The while

statement (whil e(e) s;) is well-formed provided that e has type bool and that the

statement s is well-formed. The assignment statement (x = e) rule �rst looksup x in

� to �nd that it hastype � 1 and accessibility a1. It then typese using� and � to �nd

that it has type � 2 and accessibility a2. The assignment statement rule then requires

� 1 = � 2 and a2 � a1 for the assignment statement to be well-formed. It seemsnatural

that the types should be identical, and to seewhy a2 � a1, considerthe following

example.

class A { private int num; }

class B { public A x; private A e; private void m() { x = e; } }

This exampledescribesthe only caseof public and private accessibility combinations

where we can violate the condition in the assignment statement, namely, that x is
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public and e is private. The dangersof such an assignment should be obvious from

this example{ after m() is called, it is possibleto referencee from outside B simply

by using x. Therefore,we disallow this case.All other cases,public x and public e,

private x and public e, and private x and private e do not allow any referencesto

private �elds of B.

At the end of the previoussection,we laid out an exampleof SimpleJ code. We

now refer to this example,and show what the resulting typeand accessibility contexts

are for that example. Recall that � and � store the context for a SimpleJ program.

(SeeFigure 2 for a description of � and �.)

In the exampleof the previoussection,that code initializes � to:

f

intpub : public

boolpub : public

Intpub : public

Int 7! [ x : private int ]

MyClasspub : public

MyClass 7! [

apub : public int

bpub : private int

cpub : public Int
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dpr i : private Int

]

g

� is initialized to:

f

MyClass 7! [

getBpub : public void ! int

getDpr i : public void ! Int

choicepub : public boolpub, Intpub, Intpr i ! Int

]

g

The types in � are noted after the : (colon). The accessibilitiesare the super-

scripts, either pub or pr i . Within � are the namesof the basetypesint and bool, the

namesof the classes,and the �elds within theseclasses.The types of the methods

(organizedas parameters! return type) follow the colon in �. The accessibilities

are stored similarly as in �. Within � are all the methods in all the classes.
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Store � : Locations ! Objects

Environment � : Identi�ers ! Locations/BaseValues

Cl f (C) : Field Names! Values

Clm (C) : Method Names! Method Code

Figure 7: Operational Semantics Basic De�nitions

4 Op erational Semantics

Analogousto the type system,an operational semantics is createdfor SimpleJ. The

type system was statically determines type and accessibility information for the

classes,�elds, methods, etc. in a SimpleJ program. This type and accessibility

information will be put to good useas we reasonabout runtime properties and be-

haviors of SimpleJ. In fact, the static information producedin the type systemrules

will describe runtime featuresthat we lay out in the operational semantics.

First, we needto de�ne somestructures to be usedin the operational semantics.

As in Figure 7, the environment � represents the local context of what namesare

available. The store � can be thought of as the global heap, i.e. the only store avail-

able during executionof the program. Cl f (C) is a structure that mapsthe namesof

�elds to their values,while Clm (C) provides a similar lookup to map the namesof

methods to their code.

The judgment for an expressionis �; � ; e ,! v; � 0, wheree is an expressionand v

22



8i = 1:::n; Ci Cl f (Ci ); Clm (Ci ) �; � ; s ,! � 0; � 0

�; � ; C1:::Cn s; ,! � 0; � 0 (Program)

8i = 1:::m; decli Cl f (C) i

8j = 1:::n; methj Clm (C) j

Cl f (C) = f Cg [
S m

i=1 Cl f (C) i

Clm (C) =
S n

j =1 Clm (C) j

classCf decl1; :::declm ; meth1:::methn g Cl f (C); Clm (C)
(Class)

Cl = f x 7! ?g
view C x; Cl

(Field Declaration)

Cl = f m 7! (p1:::pn ); decl; s; r et; g
view C m(t1 p1 : a1; :::; tn pn : an ) : af decl; s; r et; g Cl

(Method De�nition)

Cl f (C) = x Cl f (C) = f C; f 1 7! ?; f 2 7! ?; :::g
�; � ; C x; ,! � [x 7! l ]; � [l 7! f C; f 1 7! ?; f 2 7! ?; :::g]

(Local Declaration)

Figure 8: High Level Operational Semantics Rules

is the result of evaluating e. Expressionsproducea valuewhenevaluated, and change

the store sinceobjects or basevaluescan be modi�ed whenevaluating an expression.

However, the environment remains unchangedsince no identi�ers are added or re-

moved from the environment.

The judgment for a statement is �; � ; s ,! � 0; � 0, where s is a statement and � 0

and � 0 are the modi�ed environment and store, respectively, producedby executing

s. Both � and � canbe modi�ed by statements (e.g. the assignment statement makes

such a modi�cation), so we needa new � 0 and � 0. Note: � (x) represents a lookup of

x in � . � [x 7! v] represents an addition/mo di�cation of � by setting the value of x to

v. The samenotation is usedfor � .
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Figure 8 lists the high level operational semantics rules. The program rule uses

the classinferencerule to set up the Cl f (C) and Clm (C) structures for each classC.

It then usesthesestructures aswell asan environment � and store � to evaluate the

statement block s and produce a new environment � 0 and a new store � 0. The class

rule usesthe �eld declaration and method de�nition rules to add �elds and meth-

ods to Cl f (C) and Clm (C), respectively. After being constructed,Cl f (C) eventually

holds the name of the classC itself and also all the namesof the �elds. Likewise,

after being constructed, Clm (C) holds the namesof all the methods. The �eld dec-

laration rule states that a lookup is created basedon the name of the �eld which

can be usedto lookup the value of the �eld. The method de�nition rule describesa

lookup on the method namethat can be usedto lookup the parameter information,

local declarations, statements, and return expressionfor a paticular method. The

local declaration rule considersa declaration of an object x of type C. This rule uses

the Cl f (C) structure which has already beenconstructed for the type C. This map

of what the type should look like is assignedto the identi�er x. In � , x is mapped

to a location l in the store where in � , l is not actually instantiated to point to an

object, but knows that any object it points to will have type C. This is denoted in

the rule by showing l pointing to a structure whose�elds are �lled with ?'s, which

symbolize unknown or non-existent values.

Figure 9 lists the operational semantics for the expressionsin SimpleJ. The new

operator rule describeshow new objects are createdin the store. First, the rule �nds
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l =2 dom(� ) Cl f (C) = f C; f 1 7! ?; f 2 7! ?; :::g
�; � ; new C ,! � [l 7! Cl f (C)] l

(new Operator)

� (o) = l � (l) = f :::f ield 7! vg
�; � ; o:f ield ,! v; �

(Field Access)

� (o) = l

(Clm (C))( m) = f (p1:::pn ); (l1:::lk); s; r etg

f this 7! l ; pi 7! vi ; l i 7! ?g; � n ; s ,! � 0; � 0

8i = 1:::n; �; � i � 1; ei ,! vi ; � i

� 0; � 0; r et ,! v; � 00

�; � 0; o:m(e1:::en ) ,! v; � 00 (Method Call)

�; � ; e1 ,! v1; � 0 �; � 0; e2 ,! v2; � 00 v = v1 + v2

�; � ; e1 + e2 ,! v; � 00 (+ Operator)

�; � ; e1 ,! v1; � 0 �; � 0; e2 ,! v2; � 00 v = (v1 && v2)
�; � ; e1 && e2 ,! v; � 00 (&& Operator)

Figure 9: Expressions

a location l that is not contained in the domain of � . It then adds into � a mapping

from l to Cl f (C). Notice that no modi�cation is madeto � becausethe environment

doesn't changein this rule. Instead, the value l of the location is the value produced

by this expression,and this valuecould be usedin an assignment (e.g. x = newC) to

modify the environment. The �eld accessrule dealswith an expressionof the form

o:f ield. First, o is looked up in � to �nd its location l. Then, l is looked up in �

to �nd the object at l . Then f ield looked up in the object to �nd the value v that

is the value of o:f ield. This value v is the value produced by the expression. The

method call rule considersan expressionof the form o:m(e1:::en ). The �rst step is to

�nd the method m. This is doneby �nding the location l in � that holds o. Next, m

is looked up in the Clm (C) structure to �nd the parameters,local declarations,state-

25



ment block, and return expression.The next step is to evaluate each of the ei that

represent the incoming parametersto �nd their valuesvi . Each evaluation updates

the environment and the storeto producea new� and a new� , respectively. Oncethe

parametershave beenevaluated, the statements are executedwith the environment

of this (which points to the current l for easeof use in coding), the parameterspi

mapped to their valuesvi , and the local variables. After executionof the statements,

there is a �nal environment � 0 and a �nal store � 0. This environment and store are

usedto evaluate the return expressionto producethe return value v for the method

call expression.Also, the store that existsafter evaluating the return expression(� 00)

is the store that will be usedafter the method call. The + operator evaluates two

expressionse1 and e2 to �nd the valuesv1 and v2, possiblychangingthe store � after

each evaluation. v = v1 + v2 is the value producedby this expression.The && and

the other arithmetic and booleanoperators behave similarly as the + operators.

Figure 10shows the semantics for the statements of SimpleJ.The blank statement

is fairly obvious { it doesnothing, leaving the environment � and store � unchanged.

The sequencingof two statements basically says that when multiple statements are

encountered, each statement is executedin turn from the �rst to the last. As each

statement is executed,new environments and storesare produced,with the �nal en-

vironment and �nal store for the sequenceof statements to be the �nal environment

and �nal store of the last statement executed. For the if statement, there are two

casesdepending on whether the conditional expressione evaluates to true or false.
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�; � ; ,! �; � (Blank Statement)

�; � ; s1 ,! � 0; � 0 � 0; � 0; s2 ,! � 00; � 00

�; � ; s1; s2; ,! � 00; � 00 (Multiple Statements)

�; � ; e ,! tr ue;� 0 �; � 0; s1 ,! � 0; � 00

�; � ; if (e) s1; else s2; ,! � 0; � 00 (if Statement (true))

�; � ; e ,! f alse;� 0 �; � 0; s2 ,! � 0; � 00

�; � ; if (e) s1; else s2; ,! � 0; � 00 (if Statement (false))

�; � ; e ,! f alse;� 0

�; � ; whil e(e) s; ,! �; � 0 (while Statement (false))

�; � ; e ,! tr ue;� 0 �; � 0; s ,! � 0; � 00 � 0; � 00; whil e(e) s; ,! � 00; � 000

�; � ; whil e(e) s; ,! � 00; � 000 (while Statement (true))

�; � ; e ,! v; � 0

�; � ; x = e; ,! � [x 7! v]; � 0 (Assignment (variable))

�; � ; e ,! v; � 0 � (o) = l � 0(l) = q
�; � ; o:f ield = e; ,! �; � 0[l 7! q[f ield 7! v]]

(Assignment (�eld))

Figure 10: Statements
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Evaluation of e in � and � must produceoneof thesetwo valuesand possiblya new

store � 0. If e evaluates to true, s1 is executed. Otherwise, s2 is executed. In either

case,the execution of the statment can produce a new environment � 0 and a new

store � 00. The while statement has two cases,depending on whether the conditional

expressione, as in the if statement, evaluatesto true or false. If e evaluatesto false,

nothing moreshouldbe done. The only changeis that the store � may be updated to

� 0 asa result of the evaluation of e. On the other hand, if e evaluatesto true, then the

statement block s is evaluated starting with � and � 0 to producea new environment

� 0 and store � 00, which are then usedto re-evaluate the samewhile statement as the

onewe are working on. This producesa �nal environment � 00and store � 000from the

executionof this statement. The assignment statement has two cases,depending on

whether the value being assignedis a basetype or a �eld in an object. If it is a base

type, the assignment statement has the form x = e. First, it evaluates e to �nd a

value v, in the processof which, the store � is updated to a new store � 0. Sincev

is a basetype, � is updated directly with the identi�er x mapped to the value v. In

the casethat v is a �eld in an object, say o:f ield, the rule looks up o in � to �nd the

location l of the object. l can then be looked up in � 0 to �nd the object q. � in this

caseis left, unchanged,the update instead coming inside q, where the �eld f ield is

updated to hold the value v.
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5 Examples

Theseexamplesshould help clarify why it is necessaryto implement SimpleJ. They

should also help to give a feel for what SimpleJ code looks like. Remember that the

key to all changesmadeto other object-oriented languagesto produceSimpleJis that

no referencesto private �elds of a classshould be allowed to escape from that class.

The key statements that had to be changedwere the assignment statement and the

method return. The assignment statement can make a private referenceavailable by

assigningit to a public �eld. The method return can return a referenceto a private

�eld.

The �rst exampleshows why the assignment statement had to be modi�ed.

class A { public int i; }

class B { private A x;

public A y;

private void func() : private { y = x; }

}

As a result of this example,whenever func() is called, the referenceto x is no longer

private sinceit is identical to the referenceto y. That meansthat anyone from out-

side the classcan freely modify the contents of x simply by referring to x as y. The

inferencesrules in this paper will not allow such an exampleto exist. To work around

this problem, it is possibleto assigna copy of x to y insteadof assigningx directly to y.
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The next exampleillustrates a similar problem that can occur in a method call.

class A { public int i; }

class B { private A x;

public A getX() : public { return x; }

}

Note that in this example,the accessibility of getX() must be public sincethe viewa-

bilit y of the method is public. However, this examplefails to ensurethe privacy of

x. Notice that x is no longer private sincea referenceto it is passedout of the class

through the method getX() . As in the previousexample,the best workaround is to

return a copy of x instead of returning x.

The following exampleillustrates a permissiblecase. Although the value is pro-

ducedwithin the class,the key is that no referencesto private data of the classescape

out of the class.

class A { public int i; }

class B { public A getValue() : public { return produceValue(); }

private A produceValue() : public { A x; ... return x; }

}

x is producedwithin the classB, and yet there is no problem when a referenceto x

escapesout of B. Sincex never refers to internal, private data of B, it is permissible

and logical that x should have public accessibility.
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6 T yp e Soundness

Now that we have seenhow the type systemis constructed with the context stored

in � and �, and how the operational semantics describes the runtime behavior of

a SimpleJ program, it is now time to seehow the type systemand the operational

semantics interact. Basically, the type systemshould statically describe runtime be-

havior of a SimpleJ program as laid out in the operational semantics.

Notice that � and � parallel Cl f (C) and Clm (C). Sincethey both areconstructed

from the samecode,every �eld of every classthat is in � hasa similar entry in Cl f (C).

Similarly, every method found in � has a corresponding method entry in Clm (C).

The following de�nition and theoremswill show that the typesof the expressionsand

statements agreewith the typesof the valuesand objects in the runtime operational

semantics. Note: Valuescanbe integers,truth values(boolean),objects, or locations.

De�nition: �; � : � holds given that:

1) dom(� ) � dom(�)

2) loc(range(� )) � dom(� )

3) � ` � (x) : �( x) for �( x) a basetype (� (x) 6= l)

4) � ` � (� (x)) : �( x) for � (x) = l

Thesefollowing two theoremsmust in somesensebe proved simultaneouslysince

statements canbebrokendown into expressionsand sinceit is possiblefor expressions
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to contain statments (e.g. the method call). By induction, if we start from the most

basic level that the statements and expressionscan be broken down into and build

up using thesetheoremsfrom that level, then thesetwo theoremsare valid. Notice

that these theoremsdo not take into account accessibility, but only prove for type

soundness.It is reasonableto expect that theseproofs be modi�ed to also take into

account accessibility, but �rst the operational semantics must incorporate the useof

private states instead of usageof one global state. Possiblefuture work can explore

further how private state relatesto this operational semantics.

Theorem I (Expressions):If �; � : � and � ` e : � and �; � ; e ,! v; � 0, then �; � 0 : �

and � ` v : � .

Proof (By casesof typesof expressions):The expressionsallowed are the new opera-

tor, �eld access,the method call, arithmetic operations,and booleanoperations.

Case1 (the new operator):

�( C) = public
� ; � ` new C : Cpub (new Operator)

l =2 dom(� ) Cl f (C) = f C; f 1 7! ?; f 2 7! ?; :::g
�; � ; new C ,! � [l 7! Cl f (C)] l

(new Operator)

For the expressionnew C, the typing inferencerule statesthat if �( C) : public, then

the expressionnew C is also public. The operational semantics rule states that if

l =2 dom(� ), then the expressionnew C evaluates to l, whosetype is C as described

in Cl f (C). Since� and � areunchangedby either rule, dom(� ) � dom(�), � (x) : �( x)

for �( x) a basetype (� (x) 6= l), and � (� (x)) : �( x) for � (x) = l remain true. The
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resulting � 0 = � [l 7! Cl f (C)]. Thus, � � � 0, and loc(range(� )) � dom(� ) � dom(� 0).

Therefore, �; � 0 : �. � = C and v = l since the semantics of new C results in a

location l whosetype is C. � ` new C alsoresults in type C. Therefore,v : � .

Case2 (�eld access):

�( o) = Ca �( C:f ield) = � a0

� ; � ` o:f ield : � max (a;a0)
(Field Access)

� (o) = l � (l) = f :::f ield 7! vg
�; � ; o:f ield ,! v; �

(Field Access)

For the expressiono:f ield, the typing inferencerule looks up the type of o in � and

�nds type C. It then looks up the type of C:f ield and �nds type � . The operational

semantics rule �rst looks up the location l = � (o). Then, it looks up the Cl f (C)

object corresponding to the evaluation of � (l), and �nally looksup the valuev, which

is the value stored in the f ield of the Cl f (C) object. Note that �, � , and � are

unchangedby the �eld lookup rules. Thus, � 0 = � , and so �; � 0 : �. Since�; � : �,

the type of � (� (o)) :f ield was the sameasthe type of �( o:f ield) = � . Thereforesince

� is not modi�ed, v = o:f ield still has type � .
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Case3 (the method call):

�( o) = Ca0

�( C:method) = (� a1
1 ; :::; � an

n ) : � a

� ; � ` e1 : � a0
1

1 :::� ; � ` en : � a0
n

n

a0
1 � a1:::a0

n � an

� 1 = � 1:::� n = � n

� ; � ` o:method(e1; :::; en ) : � max (a;a0)
(Method Call)

� (o) = l

(Clm (C))( m) = f (p1:::pn ); (l1:::lk); s; r etg

f this 7! l ; pi 7! vi ; l i 7! ?g; � n ; s ,! � 0; � 0

8i = 1:::n; �; � i � 1; ei ,! vi ; � i

� 0; � 0; r et ,! v; � 00

�; � 0; o:m(e1:::en ) ,! v; � 00 (Method Call)

For the expressiono:method(e1; :::; en ), the typing inferencerule looks up the type

of o in � and �nds type C. By induction and since �; � : �, evaluating e1, ..., en ,

producesvaluesof the proper type such that �; � n : �. The operational semantics

rule usesa new environment f this 7! l ; pi 7! vi ; l i 7! ?g when inside the body of the

method to executethe statements. When evaluated, ret producesa value � ` v.

� ` v has the return type � sincethe method is well-formed. The store � 0 is mod-

i�ed within the method to produce a new store � 00. This store � 00 is changedonly

slightly from � 0. Only onelocation (object) wasmodi�ed in � 0 to get � 00, speci�cally,

the method method in the object o. The type of the object o remains unchanged.

Thus, � ` � 00(� (x)) : �( x) for all objects in � . The following conditions also hold

{ dom(� ) � dom(�), loc(r ange(� )) � dom(� 00) since the domain of � 00 and � are

identical, and � ` � (x) : �( x) for �( x) sincethe typesare unchangedby the method

call. Therefore,�; � 00: �.
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Case4 (arithmetic operations):

� ; � ` e1 : int a1 � ; � ` e2 : int a2

� ; � ` e1 + e2 : int pub (+ Operator)

�; � ; e1 ,! v1; � 0 �; � 0; e2 ,! v2; � 00 v = v1 + v2

�; � ; e1 + e2 ,! v; � 00 (+ Operator)

All binary arithmetic operations are similar, so for simplicity, we will only consider

the caseof addition. For the expressione1 + e2, the typing inferencerule makessure

that both e1 and e2 have type int and producesan expressionwith type int. Thus,

� = int. The operational semantics rule �rst evaluatese1 by induction to producea

value v1 and a new state � 0. It then evaluatese2 by induction to producea value v2

and a new state � 00. It then says that e1 + e2 evaluates to v = v1 + v2. � and � are

unchanged,so dom(� ) � dom(�). Locations are neither addednor removed from � ,

so dom(� 00) = dom(� 0) = dom(� ). Thus, loc(range(� )) � dom(� ) = dom(� 00). No

referencetypesare changedin � and � , so� (� (x)) : �( x) for � (x) = l. Sincee1 and e2

evaluate to numbers, they must have type int. The resulting v = v1 + v2 alsohastype

int, which is the sameas � , the type of e1 + e2 from the inferencerule. Therefore,

�; � 00: � and v : � .

Case5 (boolean operations):

The booleanoperationsare similar to the arithmetic operations,exceptthey usebool

instead of int . All the samearguments apply.

Theorem II (Statements): If �; � : � and � ` s wf and �; � ; s ,! � 0; � 0, then

� 0; � 0 : �.
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Proof (By casesof typesof statements): The statements allowed are the assignment

statement, sequencingstatements, the if statement, and the while statement.

Case1 (the assignmentstatement):

� ; � ` x : � a1
1 � ; � ` e : � a2

2 a2 � a1 � 1 = � 2

� ; � ` x = e wf
(Assignment)

�; � ; e ,! v; � 0

�; � ; x = e; ,! � [x 7! v]; � 0 (Assignment (variable))

�; � ; e ,! v; � 0 � (o) = l � 0(l) = q
�; � ; o:f ield = e; ,! �; � 0[l 7! q[f ield 7! v]]

(Assignment (�eld))

In the basetype case,the operational semantics rule evaluatese to get a value � ` v

and a new state � 0. By Theorem I, �; � 0 : �. The environment � is then updated to

produce � 0 = � [x 7! v]. dom(� 0) = dom(� ) � dom(�). Note that v =2 loc(range(� )).

The type of � 0(x) is the sameas the type of � (x), which is given by �( x). Thus,

� 0(x) : �( x). Therefore, � 0; � 0 : �. In the referencetype case,the operational se-

mantics rule evaluates e to get a value � ` v and a new state � 0. By Theorem I,

�; � 0 : �. Looking up o in � producesa location l. This location l hastype �( o:f ield)

by the �eld accesscaseof Theorem 1, which must be the sameas the type of � ` v.

Thus, � (� 0(� ` v)) : �( o:f ield). Also, � � � and loc(range(� )) � dom(� ) = dom(� 0).

Therefore,�; � 0 : �.

Case2 (sequencingstatements):

� ; � ` s1 wf � ; � ` s2 wf
� ; � ` s1; s2; wf

(Multiple Statements)

�; � ; s1 ,! � 0; � 0 � 0; � 0; s2 ,! � 00; � 00

�; � ; s1; s2; ,! � 00; � 00 (Multiple Statements)
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By induction, � 0; � 0 : � follows from �; � : �. Also, by induction, � 00; � 00: � follows

from � 0; � 0 : �.

Case3 (the if statement):

� ; � ` e : boola
0

� ; � ` s1 wf � ; � ` s2 wf
� ; � ` if (e) s1; else s2; wf

(if Statement)

�; � ; e ,! tr ue;� 0 �; � 0; s1 ,! � 0; � 00

�; � ; if (e) s1; else s2; ,! � 0; � 00 (if Statement (true))

�; � ; e ,! f alse;� 0 �; � 0; s2 ,! � 0; � 00

�; � ; if (e) s1; else s2; ,! � 0; � 00 (if Statement (false))

The operational semantics rulesevaluate e to get a value� ` v and a newstate � 0. By

Theorem I, �; � 0 : �. Then, depending on the value of v either s1 or s2 is evaluated.

In either case,we can concludethat �; � 00: � by induction.

Case4 (the while statement):

� ; � ` e : boola
0

� ; � ` s wf
� ; � ` whil e(e) s; wf

(while Statement)

�; � ; e ,! f alse;� 0

�; � ; whil e(e) s; ,! �; � 0 (while Statement (false))

�; � ; e ,! tr ue;� 0 �; � 0; s ,! � 0; � 00 � 0; � 00; whil e(e) s; ,! � 00; � 000

�; � ; whil e(e) s; ,! � 00; � 000 (while Statement (true))

The operational semantics rules evaluate e to get a value � ` v and a new state � 0.

By Theorem I, �; � 0 : �. If e = f alse, nothing elsechanges,and we are done. On

the other hand, if e = tr ue, we executethe statements s, and by induction on s can

concludethat rho0; � 00: �. Then, the while statement is evaluated again. Therefore,

by induction on the �nite number of nestingsof while statements that are possible,
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we concludethat � 00; � 000: �.

7 Conclusions

Private state is dually motivated by notions of program equivalenceand issuesin

security. SimpleJ seeksto eliminate the possibility that referencesto private data

�elds of a classcan escape from that class. Contextual program equivalencedeals

with plugging program fragments into a context. However, referencesescapingfrom

within the classcan prevent two fragments that otherwise behave identically from

appearing identical to the context. For example,two di�erent implementations of a

classthat work equally well and perform the sameactions must non-intuitiv ely be

considerednot contextually equivalent if private state is not used. On the other hand,

with private state implemented, two di�erent implementations of the sameconcept

can be contextually equivalent sinceequivalencewould depend on the actions of the

implementation, not on the internal way the data is organized. Data is also the key

to why private state appliesto security. In the most basicsense,it is strongly unad-

visableto allow referencesinto internal private data �elds of a class.Yet, without an

implementation of private state, referencesto the private data �elds can indeed be

available.

There are extensionsto this work to be continued. Possiblefuture work from this

paper includes implementing private state in the operational semantics and proving
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that the implementation usedis correctby modifying the type soundnessproofsto in-

corporate the usageof accessibility and private state information. Besidesthe global

store, there will be other, private stores for the private portions that should no be

accessiblefrom the outside. There are at least two possibilities to be considered{

that each class(each referencetype) getsoneprivate store and that each object gets

oneprivate store. At �rst glance,it would seemto make most sensefor each object to

get its own private store sincejust becausetwo objects are of the sametype doesn't

mean they should share a store. On the other hand, setting up one private store

for each classmakes sensesince each instantiation of a classshould have identical

�elds that would belong into the private store. Another possibleextensionfor this

work could be the automatic inferenceof accessibility for each method. The current

type and accessibility inferencerules only automatically infer the accessibility for the

�elds of the class. It would be interesting and useful to seehow an inferencesystem

for the methods could be constructed. Beyond automatic inferencefor the methods,

the system could also be extended to take into account inheritance, packages,etc.

The rules presented in this paper are only the coreof SimpleJ.Many others could be

addedto seehow they a�ect the notions of typing and accessibility.

A SimpleJ Extended-BNF Grammar

program ::= class+ statement+

class ::= "class" class_name "{" field_declaration* method_definition+ "}"
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class_name ::= identifier

field_declaration ::= viewability_privilege type identifier ";"

method_definition ::= viewability_prvilege type identifier "("

(formal_parameter ("," formal_parameter)*)? ") :"

accessibility_privilege "{" (statement ("," statement)*)?

return_statement "}"

method_call ::= identifier "(" (exp ("," exp)*)? ")"

viewability_privilege ::= public | private

accessibility_privilege ::= public | private

formal_parameter ::= type identifier ":" accessibility_privilege

statement ::= assignment_statement

| if_statement

| while_statement

assignment_statement ::= identifier "=" exp ";"

return_statement ::= "return" exp ";"

if_statement ::= "if(" exp "){" statement ("," statement)* "}"

"else {" statement ("," statement)* "}"

while_statement ::= "while(" exp "){" statement ("," statement)* "}"

exp ::= arithmetic_exp

| "new" type

| "null"

arithmetic_exp ::= (or_exp "||")* or_exp
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or_exp ::= (and_exp "&&")* and_exp

and_exp ::= (add_exp rel_operator)* add_exp

rel_operator ::= "<" | ">" | "<=" | ">=" | "==" | "!="

add_exp ::= (mult_exp add_operator)* mult_exp

add_operator ::= "+" | "-"

mult_exp ::= (neg_exp mult_operator)* neg_exp

mult_operator ::= "*" | "/"

neg_exp ::= neg_operator? value

neg_operator ::= "!"

value ::= identifier

| literal_value

| "(" exp ")"

| method_call

type ::= "int"

| "bool"

| class_name

Notes:

identi�er is a variable name.

literal value is an actual number or a booleantrue or false.

41



References

[1] Kamal Aboul-Hosn.Programmingwith private state. HonorsThesis,PennState

University, December 2001.

[2] Joshua Bloch. In E�e ctive Java Programming LanguageGuide. Addison-Wesley,

2001.

[3] Kim B. Bruce. In Foundationsof Object-Oriented Languages:Typesand Seman-

tics. MIT Press,2002.

[4] Patricia M. Hill and FaustoSpoto. A foundation of escape analysis.In H. Kirch-

ner and C. Ringeissen,editors, Algebraic Methodology and Software Technology:

Proceedingsof 9th International Conference, AMAST 2002, volume2422of Lec-

ture Notes in Computer Science, pages380{395,Reunion Island, France, 2002.

Springer-Verlag, Berlin.

[5] Atshushi Igarashi, Benjamin Pierce,and Philip Wadler. Featherweight Java: A

minimal core calculus for Java and GJ. In Loren Meissner,editor, Proceedings

of the 1999ACM SIGPLAN Conference on Object-Oriented Programming, Sys-

tems, Languages& Applications (OOPSLA`99), volume 34(10), pages132{146,

New York, 1999.

[6] Ian A. Masonand Carolyn L. Talcott. References,local variablesand operational

reasoning.In SeventhAnnual Symposium on Logic in Computer Science, pages

186{187.IEEE.

42



[7] Andrew C. Myers. JFlow: Practical mostly-static information 
o w control. In

Proceedings of the 26th ACM Symposium on Principles of Programming Lan-

guages(POPL '99), pages228{241,SanAntonio, TX, January 1999.

[8] P. W. O'Hearn and R. D. Tennent. Parametricity and local variables. Journal

of the ACM, 42(3):658{709,1995.

[9] A. M. Pitts. Operationally-basedtheoriesof program equivalence.In P. Dybjer

and A. M. Pitts, editors, Semanticsand Logics of Computation, Publications of

the Newton Institute, pages241{298.Cambridge University Press,1997.

[10] A. M. Pitts. Operational semantics and program equivalence.Technical report,

INRIA SophiaAntip olis, 2000.Lecturesat the International SummerSchool On

Applied Semantics, APPSEM 2000,Caminha, Minho, Portugal, 9-15September

2000.

[11] A. M. Pitts and I. D. B. Stark. Operational Reasoningfor Functions with Local

State. In A. D. Gordon and A. M. Pitts, editors, Higher Order Operational

Techniquesin Semantics, pages227{273.Cambridge University Press,1998.

43


